
www.slksoftware.com

The Cryptocurrency 
Conundrum:
Are Banks Losing the Decentralized 
Finance Opportunity?

https://twitter.com/slksoftware
https://www.linkedin.com/company/slk/


The majority of banks are still skeptical of crypto

But consumers are headed in the other direction

Regulatory momentum is picking up

FOMO is driving crypto adoption

What services should banks target?

The crypto playbook for traditional banks

Tech will drive the future of money
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As interest in cryptocurrency ratchets up worldwide, leading banks are unveiling new services and products to 
attract a new breed of investor. But for most financial institutions, cryptocurrencies still represent a nebulous and 
murky set of investments. Part of the reason is the lack of cohesive regulatory oversight, alongside the dramatic 
volatility typical of crypto portfolios. But as more stable coins and the promise of CBDCs hit the market, that   
view may change. This paper examines the current regulatory landscape and service opportunities and offers          
recommendations on how banks can break into the digital currency market. 

Despite the recent downturn in crypto values, significant portions of the global investor population have already 
sunk their teeth into crypto. Millennials are bullish. The cohort accounts for nearly 57% of all crypto investors in 
the US alone and represents one of the largest consumer banking markets globally.⁶ Many see crypto as a 
bulwark against rising inflation. In contrast, others view it to quickly amass wealth - perhaps unsurprising in a 
cohort that faces a 40% deficit in wealth expectations compared to previous generations.⁷ 

The data shows that banks that offer crypto-asset services tend to gain tremendously, especially given the 
mainstream institutional reluctance to extend crypto-based investment or trading services. This reticence is 
partly due to the perceived lack of regulation in cryptocurrency. However, that situation may be changing.

While the recent dip in crypto value has 
disheartened many investors, others are still bullish 
on decentralized digital currency. Mastercard, for 
instance, is launching a new program that lets banks 
offer crypto-trading services to retail and 
institutional investors.³ Likewise, JP Morgan's 
JPMCoin launched two years ago, now holds a 
trading volume of $350 million.⁴ 

Most banks, on the other hand, aren't readily 
jumping onto the crypto bandwagon - a study by 
Cornerstone shows that 79% of banks have zero 
interest in offering crypto services to their 
customers.5

It's no secret that cryptocurrencies and 
crypto-linked investments have achieved significant 
popularity over the past few years, quickly carving 
out a niche among investors of all ages. More and 
more regulators are stepping up to cryptocurrency's 
challenge in risk management and fraud mitigation, 
but the sector continues to be largely unregulated.

That hasn't stopped investors, however. For example, 
the market capitalization of crypto in the European 
Union rocketed to $1.54 trillion from 2020 to 2022, 
establishing the region as the world's largest crypto 
market.¹ In Asia, the situation isn't terribly different, 
with market capitalization peaking at $1.43 trillion 
last year and an adoption rate of 3.5% - significant  
in a continent that holds nearly 60% of the global 
population.²
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In 2021, the European Commission released a set of 
legislative proposals that called for exchanges and 
virtual asset service providers (VASPs) to fall under 
transfer-of-fund regulations across the EU.

On the other side of the pond, the SEC has made it 
clear that it views cryptocurrency as 'securities' and 
that crypto exchanges fall under the same laws and 
protocols that stock trading exchanges do. But given 
ongoing legal battles and a wide disparity in 
state-level compliances, many investors still 
consider the space undefined from a regulatory 
perspective. Under the Biden administration, 
Congress has also recently released 35 bills that aim 
at greater regulation and expansion of blockchain 
technology. At the same time, the Federal Reserve 
and the CFTC have also hefted their weight behind 
the call to regulate crypto assets. 2023, in fact, is 
likely to see more codified regulations emerge, as 
well as greater clarity on how the different 
investment classes under the crypto umbrella are 
treated from a tax and anti-crime standpoint. 

The volatility of crypto is well-known among investor 
circles, as is its susceptibility to market manipulation 
in the absence of regulatory guidelines. As crypto's 
popularity soars, regulators are under pressure to 
get their act together. But this is complicated 
because many cryptocurrencies ideologically  
oppose regulation. Since crypto is still an evolving 
beast, it becomes difficult to build an 
all-encompassing framework from the many asset 
classes in the sector. 

However, that doesn't mean that crypto is currently 
free from all compliances. In the EU, exchanges must 
follow full KYC regulations to comply with 
anti-laundering legislation. Exchanges are also 
required to register with national financial regulatory 
bodies in a bid to establish greater accountability 
and prevent fraud. Policymakers in the EU are also 
actively mulling over how to expand the scope and 
efficacy of crypto regulation, with the European 
Central Bank considering the launch of a digital euro 
using distributed ledger technology. 

As more regulators across the world contribute to a global framework of crypto regulation laws, they open 
floodgates for both institutional and retail investors to engage with new arrays of digital assets. 

When the notion of crypto first popped into investor circles, it was treated with healthy skepticism. Leading 
banks, investment firms, and HNIs were either cautious or downright dismissive of decentralized currency, with 
some even going so far as to call it a ponzi scheme.14 Despite the institutional reticence, however, retail investors 
were quick to be entranced by crypto's volatile bull runs, especially after the massive gains made by pre-2017 
Bitcoin holders. Research from the UK suggests that while many investors were initially looking for a short-term 
investment and a quick cash-out, a sizable percentage were convinced to hold on to their crypto out of fear of 
missing out (FOMO) on even larger gains.15 

The sentiment that crypto is the goose that keeps on giving and its reputation as a long-term wealth creation tool 
among crypto enthusiasts has only contributed to FOMO. In turn, this has been instrumental in driving up crypto 
values and bringing new investors into the fold.16 Take popular crypto exchange Coinbase, for example, where 
the number of verified users jumped from 23 million in 2018 to 108 million in 2022 - a staggering 350% increase 
in under four years.   

of US voters want to see 
greater regulation of crypto11 

countries have issued blanket 
bans on cryptocurrency12 

governments are working towards 
a framework for crypto regulation13 

https://twitter.com/slksoftware
https://www.linkedin.com/company/slk/


Banks can ill-afford to neglect the opportunity that crypto brings to the table, but many are unsure how they   
can leverage crypto as a source of revenue. What challenges should they be aware of? Which guidelines do    
they follow when exchanging fiat for crypto? How can they safeguard or insure crypto investments?

As regulators continue to clear the air around crypto, we expect most leading banks to develop structured  
crypto offerings within the next two years. However, there is an undeniable first-mover advantage for savvy 
operators - banks that educate stakeholders on the ins and outs (and ups and downs!) of crypto and go to    
town with well-thought-out offerings will be in a great position to dominate markets as regulations firm up. 

Today, some of those notions have changed with crypto assets gaining more credibility even among
large financial institutions. JP Morgan, Goldman Sachs, Morgan Stanley, Citigroup, and a slew of other 
high-profile financial behemoths have all made investments or overtures towards crypto companies,        
renewing interest in crypto among retail and institutional investors alike. 
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The Great Crypto Opportunity

Crypto Custodian Services
The storage, maintenance, 
and protection of crypto 
accounts and wallets can 
offer banks a lucrative 
revenue stream via 
service fees.

Crypto Trading & Investing
Offering the buying and 
selling of crypto assets on 
an exchange platform while 
generating revenue via 
brokerage, exchange fees, 
and speculation.

Crypto-Lending
Creating revenue via interest 
captured on capital lending 
for crypto investors. 

Crypto Payments
Banks already charge 
payment fees on card 
transactions - extending the 
same revenue structure to 
crypto transactions should 
be relatively simple.

Utility Tokens
Revenue streams can be 
built around crypto rewards 
programs or utility tokens 
that offer specific benefits in 
exchange for usage on a 
trading platform.

Asset Management
With so many potential 
investors struggling to 
understand the vast array of 
coins and tokens on offer, 
asset management could be 
a lucrative source of revenue 
for banks. 
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As we have already illustrated, banks have a wealth of possibilities and use cases to leverage when structuring 
their crypto offerings. From establishing new capital markets to tokenizing investment portfolios to currency 
trading and payments, the opportunities are vast and largely untapped. But entering the crypto market means 
more than just launching a platform or a partnership.

Although crypto investing is far from a mature market, all signs point to an imminent breakthrough from 
institutional and retail investment players. Early movers like JP Morgan, Citi Group, Wells Fargo, and Deutsche 
Bank are already onboarding crypto experts and implementing crypto payments infrastructure. 
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Getting a grip on the regulatory handle:
The current regulations and compliances 
surrounding crypto are basic at best and chimerical 
at worst. As regulators and central banks continue to 
discuss how best to create global and regional 
frameworks for crypto, the compliance landscape is 
likely to evolve in unexpected ways. This flux calls 
for a dynamic approach to developing a compliance 
strategy and a clear understanding of the regulatory 
possibilities waiting in the wings. 

Experimentation will unlock new possibilities:
With the sheer number of players in the crypto 
market, from startup coins to central bank digital 
currencies (CBDCs), it can be confusing for investors 
and FI leaders to create a successful investment 
roadmap. Unlike generic coins, CBDCs may offer a 
level of stability and centralization that makes them 
a lower-risk option for banks looking to break into 
the crypto market. But as with all untested waters, 
banks should be prepared to take on a fair bit of 
experimentation and POC development before they 
establish the products, technology architecture, and 
offering structures that create the most value. 

Partnering with fintechs could grease the wheels:
Working with smaller players that already have their 
claws hooked into crypto will give banks a richer 
knowledge base to draw on when creating 
crypto-specific offerings. Since existing crypto 
startups may have a higher level of sector-specific 
technology maturity, these partnerships can help 
banks quickly establish payment infrastructures that 
seamlessly interface with major crypto exchanges 
and wallet services.  

Determining where to play:
Tracking growth trends and developing a keen 
understanding of the crypto market is an obvious 
prerequisite of any crypto venture. Banks, in 
particular, should work to evaluate where the highest 
levels of customer demand are likely to evolve and 
structure their offerings accordingly. Are retail 
customers more likely to adopt simple crypto 
trading? Or are banks better off using crypto as a 
diversification play for HNI and institutional 
portfolios? Does offering wallet services hold any 
significant opportunity for long-term revenue 
creation? The answers to these questions will 
surface in time, but smart players will have made 
educated predictions about which way the wind is 
likely to blow and act accordingly.

Technology considerations:
Crypto assets and products typically need unique 
and complex infrastructure to support when 
compared with legacy financial offerings. 
Familiarization with the technology landscape that 
underpins cryptocurrency is essential to any bank 
looking to support multiple classes of digital assets. 
Key considerations also include the 
build-buy-partner equation - should bank executives 
build the tech infrastructure in-house and update 
legacy systems? Or would integrating existing 
platforms and tech serve them better? What 
technology base offers the most return on 
investment while creating the maximum customer 
impact? Partnering with an IT service provider that is 
already entrenched in the crypto space can go a 
long way toward addressing these concerns.
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Newer players, like Chime, Ally, OnJuno, and BankProv are looking to snap up a mix of emerging and              
seasoned talent while diversifying and de-risking their product portfolios. But most regional and leading            
banks are lagging in the race to mine the richest seams of cryptocurrency investment and trading services.

As with most developments in the digital era, technology adoption is the bedrock that underlies any solid crypto 
offering. Investing in the right technology solutions will not only help banks offer a high-end customer experience 
but also help them dispel uncertainty about which opportunities to target and which experiments to back. 

In the next part of this series, we will talk about CBDCs and what do they mean for the future of financial 
services.

www.slksoftware.com

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

https://twitter.com/slksoftware
https://www.linkedin.com/company/slk/


w w w . s l k s o f t w a r e . c o m

SLK is a global technology services provider focused on bringing AI, intelligent automation, and analytics together to create 
leading-edge technology solutions for our customers through a culture of partnership, led by an evolutionary mindset. For 
over 20 years, we've helped organizations across diverse industries - insurance providers, financial service organizations, 
investment management companies, and manufacturers - reimagine their business and solve their present and future 
needs. Being A Great Place To Work Certified, we encourage an approach of constructively challenging the status quo in     
all that we do to enable peak business performance for our customers and for ourselves, through disruptive technologies, 
applied innovation, and purposeful automation. Find out how we help leading organizations reimagine their business at 
https://www.slksoftware.com/
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